Enabling 2-factor Authentication (2FA) for Apple Devices

2-factor authentication is an industry standard process that you likely already use for many of the web sites you visit.
Cypress is using the Microsoft Authenticator app. to make your authentication experience as consistent, and reliable as
possible. To enable 2-factor authentication with the Microsoft Authenticator, you will need to make some changes in
your online 0365 configuration, and add an authenticator app. to your mobile device. This instruction set is specific to
devices running an Apple iOS. Please read through the instructions completely, so that you are familiar with the
sequence of steps and can complete the setup as smoothly as possible.

The Microsoft Authenticator App
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cer Mobile devices all can have slightly different methods for installing
— apps., but most any device works great with the Microsoft
Authenticator app. In your mobile device’s app. store, search

for the Microsoft Authenticator app. with a blue logo like the one
shown to the left. You can choose to install the app. before you
configure your account, but be sure to read through the instructions
so you understand how the app will be configured.
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Configuring Your Account

The following steps should be completed on your computer.

First, we will configure your web based 0365 account so it is ready to turn on 2FA.

1. Open a web browser and log into mail.cypresscollege.edu,
a. Enter your full email address (8-digit Banner ID@cypresscollege.edu)please. (If you allow your web
browser save logins or passwords, this step may not happen)

(@ cypress College

Sign in
to continue to Outlook

‘JSE\ @cy

No account? ¢
Can't access your account?

Back Next

This system is for the use of Cypress



2. Enter your MyGateway password (If you allow your web browser save logins or passwords, this step may not
happen

@ Cypress College
« jojo-cypress@cypresscollege.edu

Enter password

Password

Forgot my password

This system is for the use of Cypress

3. Select Yes when prompted to “Stay Signed in?” note: this feature only works in Microsoft Edge (If you allow
your web browser save logins or passwords, this step may not happen)

@ Cypress College
jojo-cypress@cypresscollege.edu
Stay signed in?

Do this to reduce the number of times
you are asked to sign in.

[C] bon't show this again

No Yes

This system is for the use of Cypress

4. In the upper right-hand corner, you will see a circle with your initials in it.
a. Click on the letters, and another window will open.

5. Click the link to “View Account”.




6. Select the tile thatis titled “Security info” & UPDATE INFO.
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7. On the Security info page, you will be adding a couple of methods to secure your login.
a. Select the blue plus sign to “Add method”

@ Cypress College My Sign-Ins

2, Overview Security info

These are the methods you use to sign into your account or reset your password.
Fp Security info

-+ Add method

B Organizations

0 Devices No items to dlSplay.

) G
8 Privacy Lost device? Sign out everywhere

8. A pop-up will appear where you can start the selection method. Start with Phone, and select add.

Add a method

Which method would you like to add?

Choose a method

Authenticator app

Phone

Alternate phone

Office phone




a. Add your phone number and select the radio button for “Text me a code,” then next.

Phone X

You can prove who you are by answering a call on your phone or
texting a code to your phone.

What phone number would you like to use?

|United States (+1) v‘ | 7141234567 I

O Call me

Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.

9. Your phone will receive a code by text.
a. Enter the code just sent to your phone, and select next.

Phone X

We just sent a 6 digit code to +1 F"M“Enter the code below.

Enter code

Resend code

10. You are now confirmed on the system as being you.
a. Select “Done”. In the next step we will secure your accout form people trying to login as you.

Phone X

° SMS verified. Your phone was registered successfully.




11. You will return to the “Security Info” screen.
a. Select Add method again.

(@ Cypress College My Sign-Ins

Q Overview Security info

These are the methods you use to sign into your account or reset your password.

-+ Add method

No items to display.

S, Security info

B Organizations
O Devices

S
0 Privacy Lost device? Sign out everywhere

12. This time select the “Authenticator app” from the drop down.

Add a method e

Which method would you like to add?

| Choose a method

[ Authenticator app]

Alternate phone

Office phone

13. If you do not already use it the Microsoft Authenticator App., the next screen will prompt you to download it

from your phone software store.
a. Once you install the Microsoft Authenticator app on your cell phone select next.

Microsoft Authenticator

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

Cancel

| want to use a different authenticator app




14. You will now configure the Microsoft Authenticator
a. Click on Next.

Microsoft Authenticator

Set up your account

If prempted, allow notifications. Then add an account. and select "Work or school”,

IMPORTANT NOTE:
The following steps will be performed on your phone AND computer.

15. You should now see the following screen on your computer.
a. DO NOT click next yet.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose “"Next".

= -

16. Open the Microsoft Authenticator app on your phone.
a. Inthe upper, right corner hit the plus sign

13:24

4 Search

= Authenticator

EI Cypress College
XXXXX @cypresscollege.edu

Azure AD
XXXXXXXXX @cypresscollege....



17. At the next screen, select the Work or school account option.

13:25

« Search

< Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?
| I

= Personal account

Work or school account

Other (Google, Facebook, etc.)

18. You will be asked if you want to Sign in or Scan QR code, please select scan QR code.
a. You may also be prompted to allow Microsoft Authenticator to access your camera. Please allow to
proceed.

Add work or
school account

Sign in

Scan QR code

19. Using your Cell Phone Camera, please scan the QR code on your computer screen from step 14 above. DO NOT
SCAN THE CODE IN THE DOCUMENT. USE THE ONE YOU RECEIVED DURING THE SETUP PROCESS.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator
app with your account.

After you scan the QR code. cho




20. Your computer will now prompt you to try it out.

Microsoft Authenticator X

Let's try it out

v

Approve the notification we're sending to your app.

21. Go to your phone and approve the login.

- - ’

Approve sign-in?
Cypress College

jojo-
IEI cypress@cypresscollege.edu >

Deny Approve

IEI inin AmunraaaMavmmvacanallan

22. Your computer should now show a message that you were successful.

Microsoft Authenticator X

Notification approved

v/

o N

23. You have completed Cypress College 2FA setup, Thank You for your support.



